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Executive abstract

Zero Trust changed how institutions protect digital resources. Instead of assuming that a user, device or
application is trustworthy merely because it operates inside a corporate network, Zero Trust calls for
explicit access decisions based on identity, context, applicable policy and relevant security signals. This
remains an essential security foundation. However, an institution must also answer a different question
when technically accessible operations can create legal, financial, physical or institutional consequences:
does a complete, currently valid right exist to produce this particular effect?

An authenticated employee may still lack the mandate to release a specific payment. A legitimate Al
agent may possess valid APl credentials while attempting an action outside the authority delegated by
the institution it represents. A signed agreement may establish consent while additional mandatory
eligibility or regulatory conditions prevent the intended state change. Those are not automatically
failures of authentication or network security. They are failures to establish the complete authority
required for the proposed consequence.

immo.quick Serverless Edition is designed to treat that institutional right as a distinct object of control. Its
execution model separates observations, legitimate authority, execution rights, continuing validity at the
point of effect and verifiable evidence. It can operate alongside existing Zero Trust, identity and
access-control infrastructure rather than replacing it. The central technical proposition is that valid
access must never be mistaken for sufficient authority to act.

Zero Trust protects access. immo.quick Serverless Edition extends control to the
institutional right to act.

Scope and interpretive boundary

This paper compares architectural objectives, not the quality of particular vendors or implementations.
Modern Zero Trust deployments can support continuous reassessment, granular application policies,
transaction-specific authorization and sophisticated enforcement. Such controls may overlap with the
mechanisms described here when explicitly modeled and integrated. The distinction is that institutional
effect authorization is not automatically established by adopting the Zero Trust label. The properties of
any implementation must be verified at its actual enforcement boundaries.
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1. The limits of an access decision

Consider a financial institution whose employee has been authenticated through multifactor
authentication. The employee uses a managed workstation, accesses the institution through an approved
security path and possesses a role that permits use of its payment application. An access-control system
may correctly determine that this employee may access the application. That decision does not
independently authorize every financial transaction the employee can technically initiate.

A particular payment may require an active customer mandate, applicable delegated authority, current
regulatory clearance, a second approval, reliable information concerning the recipient and the absence of
a blocking instruction issued by another competent institution. These conditions can change without
changing the employee's identity, security posture or application session. The valid session answers one
question; the specific payment authorization answers another.

The same distinction applies to autonomous Al. An agent can authenticate to a business application using
a legitimate service identity, call permitted APIs and follow configured instructions while proposing an
action outside the authority granted to its principal. Technical ability to use a payment interface is not
authority to release a particular payment. Ability to prepare a contract is not authority to bind an
institution to that contract.

Technical access is a condition of secure execution. It is not, by itself, the
institutional justification for execution.

Consequence-bearing operations

This difference arises whenever an operation can change rights, obligations, ownership, financial
balances, physical states, regulatory status or other protected institutional conditions. In such cases a
generic access grant and a complete authorization for a narrowly defined effect must be evaluated as
distinct objects, even when a single technology stack implements both.
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Figure 1. Different primary control objects. Zero Trust is shown as a modern dynamic access-security model, not a
one-time login followed by unrestricted action.
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2. What Zero Trust actually provides

A serious comparison must recognize that Zero Trust is not merely a login system followed by
unrestricted application access. NIST SP 800-207 describes a security architecture with explicit policy
decisions, dynamic authentication and authorization, least-privilege access, policy enforcement and
continuous security assessment. NIST SP 800-207A further addresses granular application-level access in
distributed cloud-native environments. Modern deployments can constrain identities, devices, workloads,
services and individual application operations.

It would therefore be incorrect to claim that Zero Trust cannot check current conditions, cannot stop an
operation or only records actions after the fact. Depending on the implementation, a Zero Trust policy

engine can include transaction-specific business constraints and call specialized authorization services
before protected operations proceed.

The distinction is that such integration has to be deliberately modeled, supplied with authoritative
information and enforced throughout the relevant path. A policy that permits access to an application
does not, merely by virtue of being a Zero Trust policy, establish the complete legal, contractual,
regulatory and institutional authority for each consequential action that application can perform.

Two questions that can coexist

Access-security question: Can this subject access the protected resource or invoke this operation
under the applicable security policy?

Institutional execution question: Does a complete and currently valid right permit this actor to create
this exact effect under all applicable authority, rule, jurisdictional, temporal and dependency conditions?

The immo.quick execution model makes the latter question its primary authorization object. Zero Trust
remains a foundation for protecting the identities, services and infrastructure through which that object is
enforced.

An important operational qualification

A system does not create a superior security boundary merely by placing another product in the request
path. The actual protected operation must be inaccessible through alternate ungoverned credentials,
interfaces and workflows. Any architectural comparison must therefore be accompanied by testing of the
real implementation and its failure behavior.
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3. The execution right as a distinct control object

An Execution Right is a bounded determination that the applicable institutional conditions permit a
particular proposed effect. It is not simply a user role, an access token, a successful compliance check, a
positive Al recommendation or a generic permission to call an API. The right depends on authoritative
sources, the specific actor and resource, the intended effect and the applicable institutional context.

For a payment instruction, the access-security question may establish that an authorized treasury
operator may submit payment requests. The execution-right question must establish that this actor,
under this particular mandate, can release this payment to this recipient for this purpose, within the
relevant jurisdiction and validity window, subject to all applicable conditions.

3.1 Conjunctive authority closure

A minimal representation of the required closure is C = A AND R AND J AND T AND D, where A
represents valid institutional authority, R the applicable rule state, J jurisdictional requirements, T
temporal validity and D mandatory dependencies. Each component is evaluated for the specific subject,
resource, effect and context. Additional regulatory, domain or sector-specific closures apply wherever
required.

e )
CONJUNCTIVE AUTHORITY CLOSURE

A R J T D
AUTHORITY RULE JURISDICTION TIME DEPENDENCIES

A\ 4

C=AANDR AND J] AND T AND D

Every mandatory condition must hold simultaneously

Any mandatory BLOCK -> no closed right -> no executable capability

\ J
Figure 2. Conjunctive authority closure. The diagram is a conceptual model; the real required set of conditions depends
on the governed effect and applicable institutional rules.

The central property is non-compensability. Successful identity verification cannot compensate for a
revoked mandate. A valid business rule cannot override a mandatory regulatory block. A technically
available service cannot replace a missing institutional authorization. One successful domain cannot
erase a blocking result in another mandatory domain.
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3.2 A successful check is not an execution right

Every intermediate check proves only what that check was designed to determine. Identity verification
establishes an identity claim within its assurance context. Regulatory screening establishes the result of
the screening against its inputs and rules. A model output establishes the output of a model. None
independently creates the complete right required for execution. Imported documents, database records
and API responses may inform that determination; their contents cannot authorize themselves.
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4. State-Reality Assurance: verifying the relevant
reality

An authorization decision can be logically consistent while relying on an incorrect representation of the
world. Sensors fail, external APIs return stale data, documents contain errors, nominally independent
sources share a common upstream and compromised agents can inject manipulated observations. If
these observations are treated as authoritative facts without validation, even a correctly implemented
rule engine may evaluate the wrong situation.

State-Reality Assurance (SRA) establishes an explicit pre-authority boundary. It assesses whether
information derived from the runtime environment is sufficiently reliable, current and contextually valid
to be admitted into authority evaluation. The assessment considers provenance, freshness, observability,
consistency, dependency status, source agreement, anomalies and uncertainty. Relevant acceptance
thresholds must be bound to the domain, effect and authoritative policy.

4.1 Hard floors and source independence

A generalized confidence score can conceal a critical weakness. Suppose many APIs agree on the
apparent status of a mandate but all derive from the same revoked upstream source. The number of
agreeing responses does not restore the authority or establish independent confirmation. SRA therefore
applies non-compensable minimum conditions and examines provenance relationships rather than
treating source count as evidence of independence.

An observation adequate for one use may be stale for another. Information relevant to a property record
can have a different permissible age from telemetry that determines whether an immediate physical
maneuver is allowed. A context mismatch, expired assurance artifact, materially changed dependency or
invalidated policy version can force reassessment even if the original observation scored highly.

4.2 Reality does not create authority

A positive SRA result permits the appropriately assured state to enter authority evaluation. It never
independently grants execution permission. Perfect knowledge of the world does not establish that an
actor possesses the right to change it. This separation applies equally to sensors, APls, human-supplied
records and Al-generated conclusions.

Reality may influence the question. It may never write the answer.
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5. The complete execution pipeline

The complete control sequence separates properties that a single generic approval state might otherwise
conceal. Information must be assessed before it enters authority evaluation; authority must close before

a narrowly scoped execution capability may be issued; and the underlying right must remain valid at the

point of effect. A protected operation may proceed only through the governed enforcement surface, while
corresponding evidence preserves the evaluated basis and resulting execution state.

4 )
CONTROLLED EXECUTION PIPELINE

01 02 03 04 05 06 07
REALITY STATE AUTHORITY EXECUTION REVALIDATION EFFECT EVIDENCE
ASSURANCE RIGHT

CURRENT RIGHT REQUIRED

No observed state, model output or prior approval can authorize itself

Protected effect: proceed only when its mandatory conditions remain valid

N\ J
Figure 3. Reference sequence: reality, state assurance, authority closure, execution rights, point-of-effect validation,
governed effect and evidence.

What the stages mean operationally

Reality: a request and supporting observations enter through controlled channels. Assurance: the
observed state is assessed for the requested context; an insufficient or invalid state cannot silently
become authority. Authority: the system evaluates legitimate sources, applicable rules, jurisdiction,
validity and required dependencies. Execution Right: a narrowly bounded right supports capability
issuance only when required conditions close. Continuing Authority: current validity is checked again
when the protected operation is about to produce its effect. Effect: the operation is performed through
its governed surface or refused. Evidence: the basis, determination and execution state are recorded
within the defined evidence boundary.

These stages do not assert that every possible real-world outcome is automatically known or proved. An
authorized instruction, a technical execution and the ultimate physical or economic outcome can be
separate events requiring separate evidence.
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6. Continuing Authority and the point of effect

An authorization may be valid when first established but invalid by the time an action is about to occur.
Consider a payment approved at 09:00 and queued for execution at 09:03. At 09:01 the mandate that
justified the payment is revoked. The requester may remain authenticated, the application session may
remain active and the original approval may remain cryptographically intact. None of these facts
recreates the revoked mandate.

( A
TIME OF CHECK VS. TIME OF EFFECT

09:00 | APPROVED 09:01 | REVOKED 09:03 | EFFECT

Mandate exists Mandate withdrawn Execution denied

CONTINUING AUTHORITY

Earlier permission does not survive a materially invalidating change.

\ J
Figure 4. Temporal authorization: historical approval must not survive revocation of the authority on which it depends.

The authorization record from 09:00 is evidence of the conditions under which the payment was initially
approved. It is not authorization to execute at 09:03 after a material change. This is the institutional
dimension of the time-of-check/time-of-use problem. In addition to technical access context, the relevant
state can include mandates, rule versions, regulatory restrictions, delegated rights and dependencies.

6.1 A capability is not permanent permission

An immo.quick capability is a narrow, single-use authorization artifact derived from a closed Execution
Right. It is bound to the applicable scope, context and validity conditions and is subject to replay
protection and consumption. Its earlier issuance does not guarantee continued executability. If the
underlying right has expired, been revoked or otherwise invalidated, the protected execution must fail or
require reassessment as appropriate.

The execution boundary must also establish the capability's proper class, use and binding to the relevant
effect. Mere possession of an artifact, even a correctly signed artifact, is not equivalent to a currently
valid right.

Previously valid authority is not automatically executable authority now.
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7. Al agents: intelligence does not establish
authority

Autonomous agents can analyze information, select tools, prepare transactions, coordinate workflows
and initiate requests. They can also misunderstand delegated purpose, act on manipulated observations
or attempt operations outside the institution's legitimate mandate. An agent can be fully authenticated
and follow its configured internal instructions while lacking authority for the consequence it proposes.

Agentic Execution Governance separates the ability to reason and use tools from permission to create a
protected effect. The institution defines the applicable authority. The agent may plan and request, but it
may not grant itself authority through prompt content, model output, tool availability, previous successful
actions or possession of technical credentials. Independently established rights and current execution
conditions must govern the effect.

A model may correctly calculate that a payment is economically advantageous; that calculation is not
authorization to release it. A connected system may correctly determine that a machine can perform a
maneuver; technical feasibility is not sufficient proof that the maneuver is institutionally permitted under
current conditions.

The model may think. Authority stays outside the model.

Human intervention is not an informal bypass

The same requirement applies when a human intervenes after a block or requests an exception. Human

identity does not automatically supply the authority needed to override a previous result. An escalation,

reassessment or reapproval must have a legitimate basis, a defined scope and a new authorization path.
The previous block must not simply be overwritten by an informal manual decision.
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8. Enforcement must sit on the actual effect path

An authorization result displayed in a dashboard cannot itself prevent an unauthorized effect. Effective
enforcement requires that the protected action cannot be performed through an alternate ungoverned
interface, service credential, workflow or emergency route. In deployment, each consequential execution
surface in scope must be bound to the required authorization decision.

A fail-closed outcome must also be designed for the loss of a necessary control service. If enforcement
becomes unavailable, the protected operation must not silently continue without the check that
establishes its authority. Whether the correct result is blocking, safe degradation or reassessment
depends on the governed operation and the institution's explicitly authorized policy; an ungoverned
continuation is not a substitute.

8.1 The role of adversarial verification

Verification should examine compromised identities and agents, manipulated observations, invalid or
replayed artifacts, cross-context reuse, mid-flight revocation, concurrent attempts to consume a
capability, missing dependencies and bypass through alternate interfaces. A modeled suite with
successful expected results establishes the outcomes of those specific scenarios. It does not prove that
every possible attack is defeated or that every customer integration has an unbypassable effect path.

The deployment assurance question is therefore concrete: can any actor still cause the protected effect
without passing the required control boundary? If the answer is yes, the policy or authorization service is
not yet a complete enforcement boundary for that effect.

If the effect can bypass enforcement, the policy is not the boundary.
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9. Evidence: what a receipt proves and what it
does not

Access logs and security telemetry can establish that a subject authenticated, a policy was evaluated or
a technical operation was observed. Institutionally relevant execution evidence may also need to
preserve the authority source, applicable mandate, rule and jurisdiction versions, state assurance,
dependencies, capability, point-of-effect revalidation and execution result. These records can become
essential when the original operational state has subsequently changed.

4 )
BOUNDARY OF CRYPTOGRAPHIC EVIDENCE

DECISION EXECUTION OUTCOME
Rules / authority Capability / action External confirmation
Context / time Executor assertion Observed real effect

CRYPTOGRAPHIC RECEIPT

Verifies the integrity of what it binds; does not establish every external fact.

- J
Figure 5. Decision evidence, execution evidence and independently verified real-world outcomes are distinct and should

not be silently conflated.

A cryptographic receipt can bind a defined set of inputs, decisions, state references, times and execution
assertions to an integrity-verifiable record. It establishes integrity and relationships for the material it
actually binds. It does not automatically make every external observation true or prove that the intended
economic or physical result occurred.

A receipt that a payment was authorized is not necessarily proof that the intended recipient received the
funds. A receipt that a vehicle command was authorized is not necessarily proof that the vehicle reached
its intended physical state. The distinction among authorization evidence, execution evidence and
outcome evidence is necessary to avoid overstating the assurance provided by cryptography.

9.1 Reconstruction against historical state

An institution must often reconstruct its decision months or years later, after a mandate has expired, a
rule has been superseded, an employee has left or a software environment has been replaced. The
evidence should preserve what the system evaluated at the relevant time, rather than silently
substituting today's conditions for the historical ones.
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10. Structured architectural comparison

The table describes the primary control objectives and explicit additional requirements. It does not claim

that sophisticated Zero Trust implementations cannot include similar business authorization

mechanisms. In both cases the real deployment must demonstrate that its claimed properties hold.

Dimension

Zero Trust architecture

immo.quick Serverless Edition

Primary object

Identity

Context

Authorization

Timing

Capabilities

Al agents

Evidence

Integration

Access to a protected resource or operation

Authenticate subjects, devices and workloads

Assess current access-security context

Enforce dynamic granular access policies

Reevaluate access based on policy and context

Restrict technical access or operations

Authenticate agents and constrain tool access

Record access decisions and security events

Protect enterprise resource and operation paths

Current institutional right for a specific effect

One input; never sufficient institutional authority
by itself

Assure observed reality and bind effect-specific
institutional context

Close mandate, rule, jurisdiction, time and
mandatory dependencies

Revalidate the right immediately before the
governed effect

Issue narrowly bound single-use capability from
a closed right

Prevent agent output or tool access from
creating authority

Bind authority, context, current execution
checks and results

Bind every protected effect to an enforceable
execution surface
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11. Practical enterprise deployment

An institution does not need to replace its identity provider, multifactor authentication, endpoint security,
Zero Trust Network Access or workload authentication to introduce a distinct execution-control layer.
Existing controls can continue to protect access to enterprise systems. The additional control layer can
then govern consequence-bearing operations such as releasing a payment, initiating a regulated data
transfer, executing an Al tool action or changing a connected machine's physical state.

In a treasury system, for example, the employee may remain authenticated and authorized to use the
payment application. The payment-release function must nevertheless evaluate the specific transaction
against the applicable institutional authority and current conditions. If those conditions fail, the actual
payment operation must remain unavailable, even though the application is still accessible.

11.1 Deployment conditions

The integration requires authoritative source data, a defined inventory of protected effects, correctly
modeled dependencies, consistent scope and tenant boundaries, and actual enforcement on every route
able to cause the protected effect. Institutional owners must define the response to missing or conflicting
evidence, unavailable sources, exceptional human intervention and changes occurring between
authorization and effect.

11.2 An operating model people can use

Institutional control cannot depend on every operator understanding the internal architecture. A usable
Tenant Operating Model lets a person express what they need to do while the system orchestrates the
applicable authorization steps. An operator should see an understandable status and a legitimate next
action; compliance teams should see the applicable context; auditors should be able to inspect the
deeper evidence and authority chain. Simpler interaction must not weaken the underlying control
requirements.

The user expresses intent. The system orchestrates control.
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12. Conclusion: trust must extend to the effect
itself

Zero Trust remains essential for protecting enterprise users, devices, services and resources. Its modern
forms can support continuous reassessment, granular policies and strong application-level enforcement.
The institutional challenge addressed here is additional: a technically accessible operation must also be
supported by the complete, currently valid authority required for its real-world consequence.

That distinction becomes more visible as institutions delegate consequential actions to automated
workflows, interconnected financial infrastructure, connected machines and autonomous Al.
Authentication, historical approval, technical reachability and possession of a previously issued capability
must not be mistaken for the right to act under current conditions.

immo.quick Serverless Edition is designed to separate observed reality, institutional authority, execution
rights, current enforcement and verifiable evidence. Its control model asks not simply whether an actor
can reach an operation, but whether a complete institutional right permits this specific effect at the
relevant moment. Where any mandatory condition fails, the protected effect must not proceed through
the governed execution surface.

A concrete implementation must still demonstrate that its authoritative sources are correct, its required
conditions complete, its enforcement path unbypassable and its evidence statements limited to what
they actually establish. These obligations are not eliminated by the architecture itself; they are the
assurance work required to make the architecture operationally meaningful.

Zero Trust protects access. immo.quick Serverless Edition extends control to the
institutional right to act.

Technical references and claim boundaries

NIST Special Publication 800-207, Zero Trust Architecture; NIST Special Publication 800-207A, A Zero
Trust Architecture Model for Access Control in Cloud-Native Applications in Multi-Location Environments.
These provide background context for Zero Trust and are not endorsements, certifications or validations
of immo.quick. This document explains a technical architecture and intended control properties, not an
independent certification of all deployments or a guarantee of any legal outcome.
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Institutional access and architecture enquiries

The relevant discussion is not whether institutions should abandon Zero Trust. It is how their existing
access-security infrastructure can be connected to enforceable, current institutional authorization for the
effects their systems produce.

Institutional access and deployment: access@immoquick.eu
Founder and architecture enquiries: r.cherri@immoquick.eu

Website: www.immoquick.eu
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CONTROLLED EXECUTION PIPELINE
01 02 03 04 05 06 07
REALITY STATE AUTHORITY EXECUTION REVALIDATION EFFECT EVIDENCE
ASSURANCE RIGHT
CURRENT RIGHT REQUIRED
No observed state, model output or prior approval can authorize itself
Protected effect: proceed only when its mandatory conditions remain valid
-

immo.quick does not simplify control. It simplifies access to control.
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